NOTRE DAME AUSTRALIA WIRELESS WINDOWS 8

The University of Notre Dame Australia uses an encrypted wireless network, to ensure that all
information is protected.

To access the wireless network, you must have an active staff or student username and password.
Access to the university Wi-Fi is granted under the same policies as accessing our wired network.

Before start configuring WiFi for Windows 8.1 (Windows 8), please make sure that wireless switch is
enabled; this is usually a physical switch or button on your laptop or a software switch.

1. Click WiFi icon on the bottom right of the taskbar A am 9:16 AM
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2. Click UNDA-WiFi
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3. When prompted, enter your Notre Dame Staff/Student ID ail] VORI

e.g. 32001234 for students or 31001234 for staff
4. Enter your password

This is the same password to log onto a campus computer
5. Click OK

Enibesr your te

You may see the following messages after entering your login
details:
1. you are now connected to UNDA-WiFi, but access is Limited.

UNDA-WiFi
2. Network and Sharing Centre shows that WiFi is connected but alll

No Internet Access.

Try manually creating a network profile, to do this complete the following steps.

Click WiFi icon on the bottom right of the taskbar
Right-click UNDA-WiFi

Click Forget this network orget this network

Click on the wireless icon =

located near the right-hand side of the taskbar (near the clock) TR

5. Select Open Network and Sharing Centre

Show estimated data usage

Set as metered connection
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6. Select Manage wireless networks
7. Click Set up a new connection or network
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’ Q (%% » Control Panel » All Control Panelltems » Network and Sharing Center v Search Control Panel bl

Control Panel Home

View your basic network information and set up connections

.Mana e wireless networks Q L 1 See full map
Qg == £ Q
Change adapter settings

AAUB04293 Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network

You are currently not connected to any networks.

ge your networking settings

ﬁ. Set up a new connection or network

Set up a wireless, broadband, dial-up,#8 hoc, or VPN connection; or set up a router or access point.

Connect to a networl
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

3. Select Add

4.  Select Manually create a network profile

@ «!! Manually connect to a wirels

How do you want to add a network?

AL« Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

@ & Manually connect to a wireless network
8. Enter the details
Network Name: UNDA-WiFi
Security Type: WPA2-Enterprise
Encryption Type: AES Securiy type
9. Untick Start this connection automatically Encryption type: 485 -
10. Click Next Security Key: . [@Hidecharacters

I Start this connection automatically I

Enter information for the wireless network you want to add

Network name: UNDA-WIFi

7] Connect even if the network is not broadcasting
‘Warning: If you select this option, your computer's privacy might be at risk.

Cancel

11. Click on Change connection settings

= Change connection settings
Open the connection properties so that I T'%n change the settings.

12. Untick “Connect automatically” and Tick “Connect even if the network is not broadcasting”
as shown below, and click “OK.”
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UNDA-WIFi Wireless Metwork Praperties

Connection | Security

Mame: LIMDA-WiFi
S510: UIMDA-WIFi
MNetwork type: Access point

Metwork availability: Al users

e | |Connect automatically when this network is in ranggs)

13. Open “Security” tab, and Click the “Settings”“.

UMDA-WiFi Wireless Network Properties (X

Connection | Security

Security type: [WPM—Enterprise ']

Encryption type: [hES v]

Choose a network authentication method:
[Microsoft: protected EAP (PEAP) =] | Settings

[¥] Remember my credentials for this connection ea
time I'm logged on

14. Untick Validate server certificate
15. Click Configure

Protected EAP Properties u

When conne

Connect to these servers:

Trusted Root Certification Authorities:

(W] AddTrust External CA Root -
[] America Online Root Certification Authority 1 El

[ Baltimore CyberTrust Root

[ class 3 Public Primary Certification Autharity

[ Class 3 Public Primary Certification Autharity

[ pigiCert Assured ID Root CA

|:| DigiCert High Assurance EV Root CA -
< m G

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[T]Enforce Network Access Pratection
[ Disconnect if server does not present cryptobinding TLV
[|Enable Identity Privacy

[ ok [ concel

[Secured password (EAP-MSCHAP v2) [ Configure. .. ] )
Enable Fast Reconnect

11. Untick Automatically use my Windows login name and password

WIRELESS WINDOWS 8
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12. Click OK until you have closed out each window.

EAP MSCHAPV2 Properties S

When connecting:

b

13. Click WiFi icon on the bottom right of the taskbar
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14. Click UNDA-WiFi

WiFi
alll UNDA-WiFi
.l“l edurcam

DA-AD
all UNDA-AD

al villaromaprivate
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15. When prompted, enter your Notre Dame Staff/Student ID will

e.g. 32001234 for students or 31001234 for staff ENbEF YO LSAT AMME and patsword
16. Enter your password

This is the same password to log onto a campus computer
17. Click OK

Please kindly contact your campus Service Desk if you require assistance.

Fremantle Sydney Broome
08 9433 0777 02 8204 4444 08 9192 0632
8am —5pm WAST 8am —5pm AEST 8am —4:30pm WAST

fremantle.it@nd.edu.au sydney.it@nd.edu.au broome.it@nd.edu.au
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